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ABSTRACT

Software Defined Networking (SDN) isbecoming ade facto paradigmin datanetworks.
While smaller campuses and enterprises are not yet widely deploying SDN, larger
campuses and data centers are aready utilizing the advantages of SDN, primarily
taking advantage of easier network management, better resource utilization, better
load and traffic balance on network devices and routes. Denial of service has been
another concern for the last decades, and in the current internet it has not been fully
addressed. The present paper analyzes and tests possible applications of Software
Defined Internet Exchange Point (SDX) for inter-domain routing. The results from
simulated implementation showed that SDX as a platform offers a greater flexibility
and allows for better traffic engineering than conventional techniques. In addition, it
gives a possibility to fight denial of service attacks.
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1. INTRODUCTION

Monsanto et al., (2013) said that SDN was created in response to demands
fromlarge datacenters, which faced problems coping with very unpredictable
traffic patterns. These patterns would cause high demands for particular
resourcesthat could not be met with existing network infrastructures. Practically,
two solutionswere viablein such scenarios: to either scaletheinfrastructureto
meet the peaks, which isexpensive and the resourceswould stay underutilized
most of the time, or build the network so it can reconfigure itself to meet the
appropriate demands.
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SDN isaprogrammatic (Foster et al., 2011) method where the costumer can
ater the network to meet the peaks and demands when rapid changes happen,
so that social networking sitesand large data centers (Stephenset al ., 2012) that
are dispersed in different locations are able to meet the specific demands.

It offers many benefits, among which better network control and management,
apossibility to buildlogical network overlays and thus manage al the network
switches (from a centralized controller rather than distributed (Yazici,
2012;Yaganeh et al., 2013) following the end-to-end path, and not dealing with
individual switches at a time. This allows for easier traffic engineering,
management and security. Techniquesfor easier prevention of Denial of Service
attacks can be proposed in SDN, asit is explained in the section below.

SDN has also opened a way to the research community and third party
vendorsto offer enterprise specific solutions, based on consumer needs, thus
bringing the prices of switches down (Erickson, 2011; Casado et al., 2012).

For the research community the biggest benefit might be the possibility to
rapidly prototype simulations/emul ations (K oponen, 2010; Handigol et al., 2012;
Guptaet al., 2013) of SDN network environmentsusing real world parameters
(datarates, size and number of nodes, meansfor analysi s and troubl eshooting)
beforethey are applied on test beds or real networks, and compareitsadvantages
to conventional non-SDN networks. Also, open-source platforms like POX
(Gudeet al., 2008), and NOX (Gude, 2008), offer the possibility towrite control
applications for Software-Defined Networking controllers, such as the
OpenFlow controllers. OpenFlow has gained a huge deal of use in Virtua
Machines, but also in mission critical networks. Google’s internal network now
runs completely on OpenFlow (B4, Google’s SDN-powered WAN, provides
connectivity among data centers) (Greenberg et al., 2009; Foster et al., 2013).
Traffic includes asynchronous data copies, index pushesfor interactive serving
systems, and end user datareplication for availability. Well over 90% of internal
application traffic runs across this network.

As a reminder, Google’s global user based services (Open Networking
Foundation, 2011), (Google Web Search, Google+, Gmail, YouTube, Google
Maps, etc.) require significant amount of datato be moved from oneregion to
another, making these applications and services very WAN-intensive. Google
concluded that the delivery of such services would not be scalable with the
current technologies due to their non-linear complexity in management and
configuration. Asaresult, Google has decided to use SDN for managing WAN
as afabric as opposed to a collection of boxes. Hence, the future of SDN is
aready here, and the transition for most data center and large networks has
begun. Figure 1 depictsthetransition (starting and target network outlooks) as
described by the Open Networking Foundation.
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Fig. 1. Starting network outlook (left) and target network outlook (right) of major
networks of data centers and campuses. The picture is courtesy of ONF.

Thefollowing section of this paper outlinesthe practical applicationsrelated
toimplementing an SDN ininter-domai n routing and advantages, compared to
conventiona inter-domain routing.

I1. Analysis of SDN application in inter-domain routing

SDN changes the way we manage networks, datacenters, backbones,
enterprises, etc. Most of these are applications of SDN are used in internal
networks, enabling software technol ogies such as network virtualization, traffic
engineering, etc. It is interesting to view how SDN relates and how it
fundamentally changes how traffic is delivered in between independently
operated networks. BGP (border gateway protocol) lacks sufficient flexibility
for performing various traffic engineering and traffic management operations.
It’s generally possibly to route only on destination IP address blocks, and it is
only possible to exert indirect control over how switches and routers forward
traffic, through local preference, etc. But generally it is difficult to introduce
new network services, such as ability to arbitrarily routetraffic flowsthrough
middleboxes.

There are avariety of wide-area services on the other hand, and it would be
extremely valuable to network operators had there been a way to implement
them. One possibility isapplication specific peering, or providing the ability to
autonomous systemsto exchangetraffic only for specific applications, such as
video streaming. Another application that could be significantly enhanced is
the ability to block denial-of-service traffic, such asthe ability to block traffic
in upstream autonomous systems, much closer to the source. Other applications
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includedirect client request to different data centers, depending on where they
areoriginating, steering through network functions, and variousinbound traffic
engineering options, such as splitting incoming traffic over multipleincoming
peering links.

SDN alowsrouters and switchesto match packets on multiple header fields
rather than just their destination | P address. It also allowsanetwork controller
to control entire networkswith asingle program, possibly evenincluding remote
autonomous systems, as opposed to just immediate neighbors, and provides
mechanismfor direct control over packet handling rather than indirect control,
via various routing protocols. It al'so allows and gives the ability to perform
many different actions on packets, beyond simply just forwarding them.

Giventhe previoudy given and known SDN capabilities, SDN deployment in
inter-domain routing can be applied at internet exchanges (IXP). An SDN
deployment even at asingle | XP can benefit tens of hundreds of providers, and
this is possible without requiring any of the providers to deploy any new
equipment. |SPs have also tremendous interest in innovation. Practically, the
number of I XPsisgrowing globally, with some 400 I X Psworldwide nhowadays
(Lantz et al., 2010; Canini et al., 2012).

Conventional IXPs

Route Server
1
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IXP

Switching Fabric
- _‘E’“ et
AS A Router | AS B Router
Yengsd

AS C Router

Fig. 2. Conventional | XP layout.

In conventional I XPs (Figure 2), participant autonomous systems exchange
BGP routes with a route server. The Autonomous Systems (AS) then make
their own forwarding decisionsand forward traffic to each other over acommon
layer 2 switching fabric. The primary function of aroute serverinan IXPisto
avoid having each of these autonomous system make pairwise connections
with one another. Instead, all of them can communi cate directly with the route
server. So, theidea of Software Defined Inter-domain exchange point (SDX),
(Guptaet al., 2014) isto turn aroute server into asmart SDN controller, and
make the layer L2 switch an SDN capable switch that can take commands
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from the SDN controller (Erickson, 2011), concerning the forwarding table
entries that one can have installed for each participant.

SDX = SDN + IXP_

1X Controller

BGP Session
SON Switch
i P =
§ —_—— ’_ —
AS A Router 45 B Router
*--.‘
AS C Router

Fig. 3. SDX layout.

This seemingly simple change enables awide variety of hew applications.
One can be prevention of Denial of Service attacks upstream. In Figure 3 we
have used AS C with two ingress routers at the exchange point. Let’s suppose
that AS C want to ensure that port 80 traffic enters its network via interface
C1. Thisis very difficult to do with BGP, where you are not able to forward
traffic in custom ways, based on specific fields in packet headers. On the
other hand, an SDN enabled switchinan IXP makesit possiblefor aparticipant
to install arule that pertains only to a specific portion of packet header (this
application however isnot implemented in this paper).

[11. PREVENTING DENIAL OF SERVICE (DOS) ATTACKSIN SDN

Denial of Serviceattacksare one of the most significant and serious problems
currently facing the Internet users. For many usersthese attacksare anirritation,
evenif they understand the reason for the poor performance they occasionally
observe. But for the Internet to achieve its full potential, it has to be able to
offer highly reliable services, even in the face of hostility. The biggest DoS
problem is caused by distributed denial of service (DDoS) attacks, where the
attacker compromises alarge number of systemsand then usesthese aszombie
systems to attack the victims. DDoS attacks of sufficient scale provide the
firepower needed to overwhelm almost all victims. They can al so be combined
with spoofing or reflection to make the attack even more difficult to defend
against. Currently most DDoS attacks do not bother to spoof the source addresses
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because, as no automatic push-back mechanismiswidely deployed, it takes so
long to shut down each zombie that there is no need to hide their identity
(Handley and Greenhalgh, 2004; Durrési et al., 2006).

DDoS is principally an issue due to widespread exploitation of software
vulnerabilities, which permit the control of large numbers of compromised
systems. To gain sufficient scale, such exploitationistypically automated using
worms, viruses, or automated scanning from al ready-compromised hosts (so
called “bots™). Fast-spreading worms are extremely hard to combat in the
current Internet Architecture. Although viruses and bots are a serious issue,
their spread rate is ower, which permits a wider range of defense options
(Handley and Greenhalgh, 2004). A number of solutionshave been proposedin
thelast over 10 yearsto fight DDos, and the fact that thisis still aninteresting
and livetopic, helpsconcludethat DDoSis till anissueinthe current Internet,
and therefore not fully addressed.

InSDN thereistheability to block denia-of -servicein asignificantly enhanced
way, such as to block traffic in upstream autonomous systems, much closer to
the source. For exampleif AS Lisreceiving Denid of Serviceattack traffic from
AS3(Figured), thevictimAS1 caninstall drop rulespotentially at multiple SDN
enabl ed exchange points, thus preventing this traffic much closer to the source
(section 111 givesthe code we used to install a drop rule at an exchange point).

In comparing to conventional defenses, SDX-based DDoS defense allows
for an AS to remotely influence the traffic by remotely installing drop rules
further upstream, and these rul es can be more specific than in standard Access
Control rules. For example these drop rules can be based on multiple header
fields, such as source address, destination address, port number, etc.
Furthermore, these drop rules can be coordinated across multiple I X Pstherefore
making it difficult for attack traffic to enter viaany path.

Prevent DDoS Attacks
Attacker

AS1 under attack originating AS 3
from AS3

Pl /ﬁ// Ssz

N

AS 1 Victim
Fig. 4. SDX preventing attack.
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IV. SDX program

In order to run experiment on testbed, or simulateit, userswill need a set of
tools. We have used asoftware router called Quagga (both Quaggaand Mininext
are SDX dependencies) in our case. Previously users need to have installed
Mininet ‘(Mininet)’ on Linux. To get Quagga, type:

$ sudo apt-get install quagga
Then usersneed toinstall Mininext (which isan extension of Mininet), using:

$ sudo apt-get install hel p2man python-setuptool s
$ git clone https://github.com sdn-ixp/sdx.git

Thedrop ruleinstallation at the exchange point, given that the topol ogy has
been previously configured (L atifi et al., 2014) is done through the following
code:

$ curl -d “{“switch”: “[DPID]”, “name”:”drop-flow”,
“src-ip”: “IP1”, “dst-ip”:”IP2",”active”:"true”}”
http://127.0.0. 1: 8080/ wmr staticfl owent rypusher/json

$ curl http://127.0.0.1:8080/wn’staticflowen
trypusher/list/[DPID]/json | json_pp -t dunper

After applying the rule, we can see that it is applied and effective at the
exchange point. This specific ruleis given based on destination and source |P
address. Note that actually the drop rule can be adjusted and modified based
on port number or asacombination of multiple header fields (IPversion, etc.).
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Fig. 5. Drop ruleinstalled at exchange point.

V. CONCLUSIONS AND FUTURE WORK

The Internet is changing, and there are new challenges for content delivery
and IXPsareplaying anincreasingly dominant role. SDN lets providersinnovate
and add new capabilities to the system.

In this paper, we have analyzed results gained from testing new policiesfor
traffic engineering for inter-domain routing using Princeton’s SDX platform,
whichisavailable. It can be seenthat using SDN for interdomain routing proves
not only useful, but much more practical for applications such as attack
prevention and inbound traffic engineering, with more specific rulesapplying
to specific traffic. In this paper, we tested the suggested robustness of the
proposed SDX, asa SDN Internet Exchange Point, by installing drop rules at
one exchange in based on source and destination | P address. Thisprovesto be
easi er, and more straightforward compared to traditional I XPs utilizing BGP.

Based on our conclusions on one hand, and the positive trend in networks
towards SDN, we can anticipatethat SDN will be around inthe future and that
asnew control and dataapplicationsbecome available, SDN will start to become
part of more and more corporate, enterprise and university campuses.

Our futurework will rely on current research work to test inter-domain routing
applicationsinthe SDN realm, aswell as proposed specific sol utions based on
user needs. We are strongly confident that SDN as an organizing principle of
datanetworkswill have afuturein major networkswith hundreds or thousands
(or even more) nodes, therefore based on this, our research will continue by
running more exhaustive and different tests on various scenarios, topologies
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and data traffic, until we have analyzed thoroughly all aspects of our
implementations (Tootoonchian, 2011).
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